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(54) EXECUTION OF AUTHENTICATION WITHIN COMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and 
apparatus for executing authentication within a 
communication system. 

SOLUTION: The method includes the steps of receiving 

an authentication request which contains first and i — — * 

second random calls from a server, and comparing the s 

first random call with the second random call. The > ^ < 

method further includes the steps of: denying the 

authentication request in response to the determination xn 
that the first random call is substantially the same as the \ * § 
second random call; and transmitting an encoded value 

to the server in response to the determination that the x . . ^ 

first random call is different from the second random call, ^ . ; 

the encoded value being generated on the basis of the 

first and second random calls and a key which is not shared with the server. 
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[ mm ] mm s^r a rt-cigH&sgfrt & <t 

[ fffl&m ] mfflE^i^ ^ ^> «m 1 is J: 2 « 
friaig i eo 5 y^A=w viKt t frtss? 2»7ym 
m i «^y^"A5:Bf?AiKW^«B^ttfrfam2co5y^" 
amm^ms-thxub , mm 1 n^yy^n 
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[ 11*111] 

mm y^T^nxim^mit humxh -ox , 

mm i co ? y y^nmm t mm 2 <n y > y^m/m n t ztm-t ixmt. 
mm 1 n?yyj*%mfmirffmwmzms3s 2 «5 y r AftnwiKt t m-xh h 

ti^Ltzlt izm LX MfBMJIEg* £JgSf S Ig&V, 

tut am i«5y ^ a ft wan wmi a® 2 o 5 y ^ a ft b# vii- ntmszt m%. ikz. 
1 1 jgs t t tut a-tf \* t iff - t-f k § ft* « % mat ixmxh^x. msm^t ztitim 
ismm 1 a z. vmm 2 co 5 yyj^m/mn t mta-?-; * t tift ^« 1 

[ 11*112] 

tgg-t s is&y , J: iff- ?3m < t i> 1 -^-t y ^3 y&siiL, ffia 
-t -7 y 3 y &»7t-§ig^ft < t t> 1 ^mni-^xm^^mmn 1 ttaao* 

a. 

[ 11*113] 

mm^-^^&wxyyy^^mmzm tx . mm. 1 ^yy^nmm 
tmmi2^yy^nmi\\wy^j:< t \>\r>\,znmh* •y^-yistin-K^s 

Ot& IS* 1 ^> ft § if **I l £!ES8<7):fiF&. 

[ II*H4] 

vfgiE n - F **fS!rC& 5 k ifejg L fz ■! t tiEg LTiifi-b yyn y ZWLtl IS* 3 & 

fti>if*ii3tfaa^ffi„ 

[ II*H5] 

fries? a ft nf mm t fries? 2 ^ 5 y ^ a ft n tt t £*M?t sioit 
sig^^ftstt *JM4 tiaao^o 

[|f*lM6] 

fufaisfis*&gff^i>is*\ ®3 ^ y^"AftfffyiKt^^tffuiafgiiES*&sfi 
-rsiga^Sro, tutaisfiES*^ffist-i>is*\ iufagfit^5y^"AftffyiKt« 
t vfft.^ 2 o**n©w t R-T'* s tin as* &tE^t-i> jlwp$> ft s if *ii 5 c ta 

[|f*H7] 

aft yxT^xim^mntimnxh -^x , 

■tf-ys>A,«® 1 J: tfSS 2 £7)5 y ^Aft t/SKt£^tpfSiiES*£Sfit-!> =fc 3 

mt%m&zmm^mzwmzix. mam 1 « 5 yy^Mmm t lutes 2 « 5 y ^ 

AftTO#(tt^ib«t, 

friam 1 coy > yi-^ummmnrnz mm 2 coy > mm t n-x% 1 
timitzzb izim t TffiiaMiiES* itms t . 

mm icoyy f a ft pf vmw mm 2 o y y yj&m/wt n t Mft h t l £ <r 
1 1«§ lt mfa-tf-^tw^^^tt^Mfit-i. i a t«js$^$ij«ga*^ft 0 
. ifriaft^^ix^tt^ifriami &kvmm2<n>vvyj&nvwfthmtt-xt$i 
^ztL^^mtizm^^x^jttztiimm, 

[|»*H8] 

tut a$ij»ss^' tut m 1 » 5 yy^nmmwmm, 2^5 y ^"^ftsf wiKt t # l 
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y^wummmmm 2n? yy^wmmtm L<^t\^ mmzm^\ ^mia 

[ 11*119] 

mm&^mpmffi 1 e> 5 y ^"A^Bf viKmviutEm 205 y ^A&n? x/mmzn 

[0001] 

s. 

[0002] 

Global System for Mobile (GSM) JPA^fiS'J 

* : J3.-)V (sim) zm^xmmi.xf-t'yya ymcom^mntimmmir^h 

[0003] 

EAP-S I M7nh3/Hl mtfCDG 1 ob a 1 System for Mobi 
1 eCDMimU^McOWmkMltZM^i* EAP-SIM7t3f-3Mi, GSMWfA 

[0004] 

g s m*v i- v-^ i±wmm-)fcncom,mzM-3< . g i- v-?\±mm\<z 

1 2 8 h*«y h«5 y^'A^ft^ (RAND) nftf &lt£j*fttl. „ fMjJfJifflSMDA^ 
fgllli (K; ) fcfflV^y^A&jBP? (RAND) {ZWSV^X 3 2 t"-y f-<7)#£tt#tE 
§ (SRES) fc 6 4t"'y hBf^HK c fcfcffg-fS. ^i?fiIli3SSRES£G 
SM^-yby-^CiSffi-fS. fllS^^SRES^gff-f-|>t, GSM*>y h 7-?{± 

<-xft£#£tS. gffiL^SRES^'ftS:ttt-a^is\ »l6ii(«iA«tISfiE$ 
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til, 

HPWfffJMl] M>^7f ■ Tohn;t/j tmt&^^yhWWi (RFC) 79 1, 1981^9 
J! 

[##frSOffi2] ■ 7°nhn;k A-y a y6 (IPv6)ftij titl.RFC246 

0, 1 998^1 2 J? 

[^MfltlSJD] H. Krawczyk, M. Bel 1 are, R. Canetti, TReyed-Ha 
shing for Message Authentication], RFC210 
4, 1 997^2J! 

[##frS0ffi4] r Secure Hash Standard] tlfSMffiWiB (F I PS) 
tBJKft 180-1, National Institute of Standards 
and Technology, 1995^4^170 

[0005] 

WMfh, EAP-S I MTot-ri/Mi, GSM7°ob3/|/i0fg|iE#)IIIta'3'UT, 6 4 
t"-yrBf^!!K c fcfflV^fflljgiEWlSJf £ffl5&tS. fc*?U 6 4b'-7 hH^S^T 
fflUgaEfcHfrtSifm. flRlf, 9 6b> h^(21 2 8b>bil£ffiF4!L*:t§^ 

W8&W&$htz)h. EAP-S I M7°nbn;Wi;ft*3IIl«RANDTOIKt&ffi5Et 
, ^Oii&l!, !SfI#IHItft*3-30 6 4b".7M|K c ii03-3O64h".7 
Mt£fi*£*>-£S fc , 1 9 2 b"y 0 , fc&bflS . fcfc* 

^^T»ll)^!MiEt)Sat"§^*%§*^T''J)§ 0 ifl«iEAP-S I M7°n h3/I/ 
T'tt. 3 0t?Mr ■/ bWd^lHirtORANDDf^'iKW-KT'*^ (#K C Ht— 
l>) £fcl±g#2ft&V^-C*6. /S0ariLfe#lii5 LTliW^y^a V^il 
it, W:J;^TS1 s *-«64b"-7ba&iEL<fiiIt, &^T"^I1^S^«S 

srffl^T fiisis t *r i x § e & mm- xwmm b wzzmss £ g&frr i> ^ t # 
s. 

[0006] 

mitt-; vp^w.\iiz.vw.2^> f^Mumn * ^tsimmmmt-t § xn t 

, lulBmi^7y^^ywtlulBm2c07y^^yiHtt&ibKt-|>igt & 

mnb n-x-hh bm&uzzbmwixmmmm^itimtiJMb , mtassi « 
5 y r a # & t wmi a® 2«7> r a smf ttfcg&sfcifeeu:;:*: tjeg t t 

J: if friem 2 « ^ > a & n? viKt t tuiai?--^ t ft* § ^ v^st 1 1 s-^ § *i 

[0007] 

. roiESHBgWi, ffiie®l«7>'^^^lKtttuie®2 05>'ri,^^lKtt^ 
ifciKU Mia® l «7>-^^^lKt^fiWtffilBffi2«7y^i,^TOIKttN- 
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mmmz £ & t , tuiam 1 « 5 y wik nm9 m 2^5 y ^i^n? mm t m% 
htm^ttzz t izmLxmev-->vz$fttt.ztit:m*mm-r& £ 0 izmmzti, m 
imm^titzimmmm 1 a ± v mi a® 2 o 5 y ^ a w n t tai&?-; ^ t § 

[0008] 

t mtm 2oyy y a & p? ysKt fc &it« l . mi ass i co y yy&zmfm mmmw iz 
mam 2ff)y>yj»^vft/m»t m—T$>& t&jg itzit izit^LxmmmmitiZm 
st-s^ns^tf. m&mizmsm 1 ^yy^m/mwmsm2<7)^yr^w 
mmtm^i tm^vtzz t izmixmm^-^mmt^titzm^mmi-i x o \z 
mtfLZti. mm^kztitzim±mm i&^mim2eyy>?-^nmmtmim 
mmt {znmh\m9%< t h-mizm^< . 

[0009] 

xmio-mmmx-n. mmy^T^xim^m^i^mmm^tLi. mux 
mizT7^^sMzmm-t& 1 ^ttz\mwnmmrzim-thxwc . mti 1 ^ttz 

'^£< t 1 o4 ^(iaawnfyiKtt^^T^filE^ y-t-^tSHn- Fffl&rofE 1 o 

tmim&mm^tizm^^x-j^mzmfei. * ^-^isfE^- si 
mt it ^ts „ futa^< fc t, i ^^^(±a»oBfw'iKt^^T^miE^ ^-^1211=? 

- 1 £ . 1MB 1 o ± fzHmmcommmfk IMEfgaEri- F i: fr!ftE7?-fe*ffi* 

[0010] 

*HHj(±^#Hfflt ftt^TwiiHj&#Hfrs - 1 tut? ct 3 . iufEwri±^- 

^#^#ltff*^tGffltlES^I>**B^»WttEH^»L5:^RID, 

[ smb ^ Hflrf-s /itooft^wff^j ] 

[0011] 

n<7mm?mmmitrmtmMx\ mm^m&^mm^tttzmz^ mmm 

£ oTfiB SW^f^T'J) S i t * aft? § ix^ ^ . 
[0012] 

as. it cm ^wMco-mmmizxmm^^T^i 0 otf^ti 

HSrl.^<-tl.3t46C miwaff^T-Al 0 0F*I(7)fgIiE(±EAP-S I M 

WBMX'\iWMUrx3 v znv^m^x^ lit ^mm^fitzw, eap-si MTn 1- 
mv<?>4 >9~^-v h^m ( 2 0 0 3^2 n ) m bmmmm^Sm^izx 

^TfM^Ttbt^'sTV^-li ( h t t p : // www. watersprings. org 
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/pub/i d/draf t — have r i nen — pppext — eap — s i m — 1 
0. txt^fl) „ 
[0013] 

h i vmm'yXTMi i^ttdmm<7)T7^xmi 1 2 o # 1 ^ttzimmtommm 

(BTS) izk^XJ h^'ccOr-? ■ *>y h7-? 1 2 9fcSfi"C^I>j;5 

iz-rhmtm--t'zjmmi 1 o&-s-tr. m«ff»#^-b^s*m 1 oa^t 
as. ait, 5y^>r a, fcj:vwAfif-a&gffits. mm^-vx^m 

*i2 0ti SI^IS. r^-y-j-tv ■ ri/inv ■ Ti/xi>>\- (pda) . 5-y7°b-y7° 

■ nytj.-^ TV?/b ■ »l#-b\ fciV'f-? ■ ^7h7-? 1 2 9 

fc7:?*x^£*^<9ffi«^*&-£tf £ £ tcmW) 1 o£#t? i fc tf-c% h „ 
[0014] 

H 2 (i*^HJ(50- jlffiJKS £ J: & 7 ? -fe Xffi* 1 2 0 eoW^eo 7"n -y ? 0T£> 5 . lift 
MT14, Wl(5fcTO£fl-O^U/j\ 7^-trXS*l 2 0(±GSMBI^migT"&l» o 7 

1 2 0 (ifflsgg 1 2 2 tisesM 1 2 3 fc ^^JdA^HSIJ* i^-/b ( S 

1 m) 121 hix.*. s^ftMrm. s i m 1 2\{immm-fm-zim.^m 

Zmithim^J 2 5£Mf„ gitya-ZH 2 5(4, y7h'7xrtll 

3ftS*§£\ fWffliSIl 1 2 2 tiotlfftl , IBIiSM 1 2 3 ftttEliT"^ & . H2 £ 
ti^LTV^itf, S I M 1 2 1 (4ffl^ffi)#:jDA#iiS'J ( I M S I K AMDA^IE 
i(Ki Bf^M^j^/brfyXA (A8) , tsilitfflAiSJSiJS^- (PIN) %ifti 
1 fc *s-C# S . SI^SfftBMOT^-kXiS* 1 2 0 imW) >7±.-Ct~? £i!Sft "t 
SjlSfflffl 1 2 6 fc T>t1~ 1 2 7 fc 
[0015] 

By'Ei£#Efsf-!>fc, an^xT-Ai oo«4, isfi. it^r. mtfTWyf* y?" 
( a a a ) -t-A- 1 4 o 1 1 o mcommmn 

T14 . A A S' 1 4 0 (4 E A P Hf-y S' 1 4 5 & />' . S'JfO Hffi^f(4 . EAPf 

-Al 4 5^X^>FToy^grtT"^JfiT"#-So EAPt^'14 5IJGSM^7F7 
50fcCM y^7x-^5rfcD, ■ ^■yb T 7-^l 2 9 fc G S M*>y b>7- 

?1 5 Ofc^PESoy-h^i-ffc LTi&fM-S. GSM^7b7-?l 5 0f4fMjfrif- 

b'^3c»m lot. #«i^y^ (rand) 5?t/iKt (^Rtf^yrA^im 

. (SRES) , fciWfgl (K c ) &-£tf l^^WDb'JTb-y 

b£tMffi-fl>, -SJffiStll RAND(41 2 8t'»/b<?)7y MSUSPA 
#fSlEf|K i ( ft A 1 2 8 b" >y b Jl ) fc flfffl LT , 6 4 b" >y b , 3 2 b >y b 

Bf^HK c fcSRES«fc^4fi&rS. 
[0016] 

i;x¥mm&£oiz, ^mcoi^ttdimmcommmm-cn, 7?*^s*i2o 

fcEAP-tfwCl 4 5 fcO^TfflSlgaE&jlff-f SK^l^^ilffi^fLS. 
Sfti5ST14, Jiff^xf Al 0 0rt-r"M4$ixl>MIW««4. iKojEpco^wt 

[0017] 

01 t^-fr-^ ■ *7f7^ 1 2 9IKy?^7f ■ Tnbn/b (IP) 
"t&r-? ■ b7-?&fc"«y^-y b^ftr-? ■ b7-?-e&->T4> J:^\ I 
p«i-3wys-^' 3 y^ r-fy^7 b ■ robn/bj fcgfft&s^yb^ (RFC 

) 79b 19 8 1*9 mz§emzti~z^&. witommmTiz, i p i p« 

fl&^A-v'g ytfzli^nm^^^ a VbXMO^y-7 bicStfPPtffifflT"^ l> „ 
I P v 6(7)1 -on^-z/ayft ^yf—^vh ■ 7°nb3./k A'-y 3 y6 (IPv6 
) tt« J fc&f S RFC2460, 19 9 8^12^ fcie«£ilT^I> . S'J«SJW^JT" 
(4, t — 9 ■ ^-ybV-^1 2 9iiifc<7)?4 7CDrilr-yhK~X<r>T~? ■ ^-yb7-^ 
^A.T^Xh^VK oi^Wf h^XWf-? ■ *-y b7-?{4$U 

{4'#|sJi!iEM^- b (ATM) . 7b- A ■ UP- ■ ^-y b 7-^^fc'Sr-g-tf „ 
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[0018] 

^mmwxmt& r r-? ■ *^7-?j (4, i-o&tzmmmmm^vw-? 

[0019] 

Ell «ilff yXfA 1 0 0«ffj£(4*»WfcM^«%^T\ iiff WfA 100«^ 
offi^ft^ST"«^S««ii&±M«LTt MxH\ GSM*>y 1 5 0(4 

fg|I-fe>-^ (AuC) 1 5 2^^KhY>}TV>yYP)^>7Ymm-fh^J9 ■ 

~z/ 3 >- wx? {w&tt) ^Lx\^xhiv>» WMtix. -mmmmxit, 

^tlvXfA (EK^H S^X/CWCi,^. fltf)*^-b"XS»^ 1 1 0 

[0020] 

m\,zm^ixx^\mn . ttzmm^^m^^^o^. r ®aj twz r «Sj 

££{± r ltmj ££(± r ^£j Sfcfi r ft^j 5rfc"«ffll§(4, 3yt a -? ■ WfAO 
WfAWtiJitlJl/^?, fc£^(4^fl!W[i$gfE1i. fralL *fc(±^S!ll*I 

[0021] 

113 & HI isoilfi yXfA 1 0 OT'SfflT"^ l>IIJI^JHI^-»fi^S*% 

3 frO IS. !SfiE^)IIB4EAP^-^'l 4 5# ( 2 0 5T") It!^SS£7?^Xffi* 1 2 

oizimtmftx-mwt&« rv^xmn 2 o«4 ( 2 1 o-c) r^-fexsssi 2 0 & 

-KtHSiJ^SIiSiffT'JtESt-^. M^«f, 7?-b«*l 2 0 «iHS»S)ftSPA;tfiSiJ 

( ims i ) ttz\i-nmmw\ &#tri»jwMffiLT£>j^\ 

[0022] 

7?^Xffi*l 2 0** ( 2 1 OT") ffiffit-|>J55S^(tT, 7?«S*12 0(4 ( 2 
15T") EAP-9--Al4 5A^jeHlS^§^ttS. 7?-feXSS*l 2 Oligfs Lfcjg 

tss*t ( 2 2 o T-) jeg-r s . mmmizz. ->x . 7?^s* 1 2 o t e 

AP-f-A 1 4 5 «4|Sf SWtfifrK- b-f STP 1- 3/Wa'~^ 3 Vto^TtT^fc-tt 

&. «c EAP-tf-ysi4 5*^ (21 5-c) imztimmmmzE A P^-A 1 4 

S^^-h-fS^'-^ay ■ yxb^itVe r s i o n_L i s t 

X', T^tXSl 2 0# ( 2 2 OT") ffi«^Se»J£S(47^^Xffi*l 2 OimBit 

s^*-^*3y#^&#tf^*-^*Hyjgtt&#tf. t^-e^eijjfc^tjinir-c (220-0 

, 7?-feXS*l 2 OiifttlW^lKtWRAND, &EAP-+fwS'l 4 5tSff-fl>o 
[0023] 

7^^XS*1 2 0H (220T") t , EAPf-A'l4 5iiG 

SM^-yhV-^ 1 5 0<DV$K-ty? (AuC) 1 5 2 1 -otfziiWM^G S M h D 
71/7 ^tioTii, GSMhU7°VvHi^*ffiffl-fSit&^JfflL 

TEA P-tfwt 1 4 5 fminnntX EAP-SI M7°n f- 3;l,T'(4fIliE»T!$ 

yVyjJZ; (RAND) Bft/'iKt, #£tt#JE§ ( SRES) s ii X XM^m (K c ) Sr 
~gv^ SREStK c (4RANDfIi:K i iKcS-J'^Tft^^fll.. EAPf-A'14 5 
iZm%& hV7V >y bORANDDft/'SKWM^I. £ t 
[0024] 

&^T\ EAP-tf-A'l 4 5(4 ( 2 2 5T") 7?-feXS*l 2 0 fcnft*!Ktg*£3Mff 

-t s o xsmmxi 4 1 o * tzimm^ rand b? viKt t r a n d mt® mznm i> 

^>y-t-^'fg|E3-h"MAC k bi&tSo MACm^mttTJld'J XAf43itT"JH» 
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Xhh„ MACffl^fWfl.T;p3*yXA«— H. Krawczyk, M. Be 1 
lare.R. Canetti. r Keyed— Hashing for Messag 
e Authentications RFC 2 1 04, 199 7 ^ 2 M t Wfh 

[0025] 

03 fc^-ffSfE^JlTIi, MAC k figflL/tl- 'J7V-y 1-ORANDfi fc 7?-teXSS 
*1 2 0*>£> (2 2 Of) fT^TjMfiSiX/t) R AND c tS^'V^TItS^ixl- . fflx. 
fef, EAPf-Al4 5*«2^RAND ( R 1 $i i. VR 2 ) nf Vmifim@t& t Lfz 
%g\ MAC t tm<HRK R2fciy'RAND c vcff JT£;fi|, 0 E A P 

-si M7vv3MmAcm&mwmzmmktfr#g?$i&tm£t&. mm* 
ami-hitza.. vx^n (mk) zftizimt MKimr^ ( 1 > t 

[0026] 

MK = S H A [. . . , Hf-Sp-H (K c t , K c 2 , K c 3 ) , RAND c , . . . ] ( 
1 ) 

±j£T\ SAHIJ^V/yj ■ T/l^UXA&dU Bf^iliiG SMiD-gPT". R 

and c (±r^^^S5*i 2 Qtmmhwm<7Mmmx*hh « £££;vy ■ nv 

^'JXACDHMfi. TSecure Hash Standard] tlfl>afl» 
Jill* ( F I P S ) ffiMlj 180-1, National Institute of 
Standards and Technology, 1 99 5^4fl 1 70Cia6§il 

[0027] 

MAcffifcvx?£t±ffl<?)?>r7?)fiffg A'-y 3 yi^, iw&fc") ta^' 

[0028] 

v^^i (mk) ( i ) zm^m&zti&t. smimmm (prf) t^ft 

fflfflT"#l>MHSLi*M»«-M{±. H. Krawczyk, M. Bel lare, R. C 
anetti, rKeyed— Hashing for Message Authen 
ticationj,RFC2 1 04, 1 9 9 7^2HtlBS^il"C^§ 0 
[0029] 

tliRAND Df t/flKt (-f^-fe. SflLfcGSMHJTW r-«RAND c fcit/RA 
NDS-f-) tS-3'^TMACfiSr^£-f"S„ ff^tlfcM ACflii, lottlittfflG 
SMI- yri/7 rWRANDHfylKtfcftfc, (2 2 5T') 7?-teXffi*l 2 Ofcjlff£ 

[0030] 

7?-t:XS*l 2 OWlgaEtviWH 2 5 (H2Sr#EB) (j ( 2 2 7T") ffl&frf- 
t**3cSUf 1 10 (01#Ef§) t^-7ix 3 y^'f|i$^ i: ^t"3*^W5EL, SflLfc 
RAND^lKttMACfItta-3'UTT-^ ■ f-V-? 1 2 9 tT^-feXtS . 
T^-teXSn*l 2 0A«EAPf-A'l4 5&|g|IE-r5i td^-CfctUf-tv^a y*58 

Xfo&tm&lfzi£X\ ttz, gfitfcRANDBft/lKt(7)^^02ot|3l- (£fc{4 

n^wtR-) xnt£Ubm^Ltzm\ rt^xmMi 2 o (4* >y>-3 

[0031] 

T^-feXS*l 2 OJiEAPif-A'l 4 5^^jIff$il^RANDDfylHt«^«MA 
Ctt^JtltSU i\%LtzM KC\m%\tLtzM AC hex tX'^tm 

LfcMACffi«#$tt£8iiE-f&. 7?-feXS*l 2 0(41511011 K ; ^ffifflt^l>OT" 
, T^-bXS*! 2 OEAPt-^'l 4 5 ^1 f ^"f & » Rtt^M ACfflSrffST'^ l> „ 
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EAP-S I Mrnhn/PTfi,. 2 Ofigff LizMACmtWfrCfoh t 

OW>gK*^'^TEAP-tf-A'l 4 5£fSlFCt;& 0 ££fU gflL/tMACfi^JJj'K 

6 4 b" y f- ff) K c iiOfSSriE L < ftil L T T ? -fe Xig* 1 2 0 t O-fe y g V £5fc£-f 

£f £ £ fc S . j£ 0 Iff * Ltzm M A C ft & 7 7 -fe^ffi* 1 2 0 fcjMff LT g £> & 
ISIiEL. ^OiL 7?^S*1 2 0fc*«^;tS£;^tfi : 3 o §^ EAP-S 
IMrnbn/kti^-clt^til. G S M HJ 7° W b tOSSO R A N D nftfJS 1 1 & 
3*fi*f SifctJ; 0. f2iE#Jl3& s J:0^t ! 5r5i:(ii^-fLt>v^^t\ dftfi. RAN 

d mj ! mir<7)&« tf-m-c%mnm ^^tuo mm^^tz^xh & „ itz&-> x . 

Lfc#{±FJt^ORANDWSKtt^^TK c Of! £T£L<ftiIlJU K c ffMWi 

[0032] 

1 «^ftff^J(i*^Bf!0-^ttff^J«ll 3 07n y ? 2 2 7 ^1^X0^^114 tl 
X^&. m*%*?t<thtzmz^ EAP+J--A1 4 5(±l2aEeO!tAK^S<50RANDllf 
y'SKtt. i^^«RANDBfyiKt^l^MACfI&Mfi-ri>t^t-ri> 0 IS4£# 
SS-f-Sfc. fgaEtiOL-ZH 2 5 (EI2&#{B) (igft LfcRANDDftf&WO 5 *>^f 
il^2-3^'|5|-T"S)-?>^i:" (4 0 5?) W5£-f6. RANDDft^t^ ^vf*l 
<7) 2 oi|IM?& (W^J&X.*Uf, RANDBfylKW-f^T-ST'ljiKf ) . IS 

fPE:/.2.-;H 2 5(±EAP-»f-A'l 4 5 ^Sfi L£M ACfl^Jjj^t" 3 (4 1 
OT") ±IB^J:3C T^-fe^Sffi*l 2 0(±EAP^WS'14 5*^MfI$ix 

/tRANDDf^lKtO^WMACfl&SlJtftSL, ItSt^MACfl&gffL^MACfl 
fcJtlS-t-SifcTSfiL^MACffic?)#S!lft&«@E-t-5 (4 10?) 2o 
cOMACfl^WAL^V^*!^-, 7?-fe-XS*l 2 OH: (4 12?) E A P'+fwS' \ A5fp 

h^mhtz (H3«#!i#^2 2 5&#E) wgKts*^*^i> 0 as&oBtPEijftdr 

JMMACfl&gflt^^^il^, IgaEti&lfcU ^tiiliSfiS:^. 
[0033] 

Sff L/tMACfi^'*JjjT"l)-&i;lgliE^^a-;H 2 5*5(4 10?) ¥05&t5 fc . IS 
|K^a-;H 2 5(±gff L/tRANDBfy : lKtt*'3'V^TSREStt& (4 1 5?) ft 
*U ;^^T"SRESfI«4i«MACfISr^-ri> 0 S'J^Hft^JXIi, fgaEtv-i-^ 
12 5(4. Bf-f-li, RANDI^VlKt^t'^ffi^lflSta^'^TMACfl^^gT^I). 
<kY^WACmifo^-nifm\P^'7 V (03(7)#EES : -f'2 3 0^#K?) ft?EAP-*f 
-A'l 4 5C (41 7?) mt^tll. 77^xmMl 2 O^MACfl ^gffL^E A 
PtwU4 5ll MACffi<7D*2&tt£tfciEU M ACfi&^fcfOJgSflfc*!^ 7? 
■fe^SB*l 2 OtjfcSWt^- (03«#HS#-^2 4 5 £#!$) £3Sff-fl> 0 Ml^Sff 
■tS t , MJK^-7H 2 5(±T^-fe^Sffi*l 2 0 fc?Ml#:^-t'^3c$tJi (110, 
0$r#Efs) tcnmz (4 2 0?) ■fey>'3y^«Tt'f-|>„ 
[0034] 

EAPif-A'l 4 5^Sff L/tM*«MACf[|«d*>^< 1 i 2~Dfm-Vfoht 
IgU^So^/H 2 5*s (4 0 5?) ¥fl5£Lfc*§£\ ISlR^aWH 2 5Ji7?-teXSg 
*1 2 0tor B 1t^y^3y^«Ttt-|>fut-S«^MRANDIlfylKt^Mflt-|>i 
atEAPt-A'14 5tS*t"l>o RANDBft/'iKtO^^^-ST-^S^t^SS-f" 

&ztx-\ 4m'm^m^m^<bh2-ocom^m muz. k c id &iel<« 

[0035] 

EAP-^-vS'l 4 5£^<7)MACtt#— ST'Sr^t (4 0 5T") 1211^ 
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yj.-;H2 5(i^< -OfrCDlrmcO l^TEAPtCjrU^RAND Df VIKt £ 3Mff § it & 
. - HISJBffirCli , iSiK y"a-/H 2 5(±EAP i?w H4 5K OPf V'SKtS* ( H 
3«#tH#^2 2 5 £#(58) £ ( 4 2 5 T") *mt& ZkiFCZ S . WwSK^^BtfS] 
^'JitTf l> i: , EAPf-A'14 Stiff L^RANDJfVlKti;^tlt*tJiEt"l>MACfI 
t£SflT&&„ S'JOHJftff^Tte. MM^'J^-Ill 2 5liEAPf-^'14 5frio<r> 
WSKtSS^ (430T") JggU StCEAPf-AH 5 £St U *R A N D DfC/® 
(tfc^ixtMJE-fSMACfitSrjMff^-tirSifc^T^So ZMzfflnmS&mTte. M 
Ity'a-;H 2 5(±T^-te^SiB*l 2 OtO^T" (4 3 5T") -b v h V &H££-fc!\ 
*<Q@3m&&7l,. 5tSTL^RANDD?V'iKti:^tlt 
*fJE?t 5 M A C fl fc &3*ff $ ■£& Z. fc l> . 
[0036] 

**5v i> i t z 7 ? ^xwtimm- 1 ^Mmmm\w£ o § 

^S&Sni-f t=E A P - S I MTn b l> . 12 3 «9fgfflE#JI& 

«»Ct-§M«»ftff^J«i, fMIM(SRES) £~7*?8 (MK) iOffSiO-a 

MK = S H A [ . . . , Bi-Sf-H (K cl , K c2 , K c3 ), SRESj , SRES 2 
, SRES 3 , RAND c , . . . ] (2) 
[0037] 

REsfi^jft^fi^miL^tm^^^v^TisKiio^^^^ s (2) (±e 

AP^Ws'14 5^'3^GSMhyTl--7 > ySrffiffl-rij (K cl ,K c2 ,K c3 ,S 
RES t , SRES 2 . fej:y'SRES 3 CD&gtffo&tztib) Z k Zmmtet&fiK C\CO 

^m-cob 'jru-y btfzinmcomcomcoh u tw bTmmti^ 3 izm%iz$m 

MK^tm-fhtz^^ (2) ^ffiffl^Sfc, lo<7)HJ7Wh (Lt^t 
. l^RANDWf#ft) LjW£fflL&<TiI2aE{iJ: 9 :iiB» ! K c 

St" l> WS^Htftff^JTIi: , E A P - S I M7°n b ajvti^x ?mcoWt^.<n>tzih<r>7)V 

mxAzmm-f&m-. eap-s 1 mruvzDv^wth'jm^hh, 

[0038] 

-mmnmxn, m3Hi.xfmAmm.mwcz-^ ( 1 > ^iw^iz^ < 2 ) z\mLx 

(iU 2 ) C^rti 3 C ) Z t , E A Pif-A l 4 5 G S P h D 

[0039] 

*i 2 otf&m LtiRANDm/wtmzsmthz tvrt^xM^i 2o^mm-ic\ 

[0040] 

m^uzMz. ^wncoi^trzimmcommnzmmm^xT^comjiTytK 

[0041] 
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e e prom) , mm^zm^m^ru^y^y'jm^i^-^^'j (eeprom 
) axvyy'vi/j. ■ ^t'Jtt'ofi^t'j ■ frt'^, @5e. 7n7t- (mm 
so . fKf^^, r- T^Kcr^crmamimw. &z&-3»w ■ if 4*9 ( 

CD) &tz\ir : J9)V- t'T*-T4Z? (DVD) ^fc'coM'SrSJBffi^^U^tJi 

1 22i,z£^xmmti&t. nmh>x^M±ru^y^y^^titzm^m^h 

[0042] 

um^xhh, ifcff-ox. ^mmwz'^fzmmmmmm<7mmizmmf&< 

[0043] 

[ mi ] *?mco—mmmz£ 5 ityxfA<07n >y ? ht* z> „ 

[02] *?|HJ5to-^f^t j; § 7?-txffi*t07"n 7?It*5 s 

[ 03 ] *wm-mmm<z ±6,01 waft >^ r a ft-cuff $ s fsMicoi^ 

[04] *HHHfiO-HfflSJ@S[tJ:5. 01^afi^-X-rA^T"SfflT"#l.^rffi<?)S^0T" 



(13) 



#12004-343764 (P2004-343764A) 



(74MtSA 100101498 

m± air nt* 

(74)ftaA 100096688 
(74)ftaA 100104352 

(74)ftaA 100128657 

#II± Zl^ JJiE 
(72) V-Vr- )*T)V 

TXVftSMm 0704 5 -a-y>-y^, tyb-)V/k 5 5- V-V 34 

F?-A(##) 5J104 M07 KA02 KA05 KA06 NA02 NA38 PA01 

5K067 AA32 BB04 DD13 DD24 EE02 EE10 EE23 HH22 HH24 HH36 



